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Abstract 
Inadequate legislative frameworks in Nigeria have exacerbated national security 
vulnerabilities, allowing threats like terrorism and insurgency to proliferate unchecked. 
Recent enactments, including the Terrorism Prevention and Prohibition Act 2022 
(Federal Republic of Nigeria, 2022) and the Cybercrimes (Prevention, Prohibition etc.) 
(Amendment) Act 2024 (Federal Republic of Nigeria, 2024), reveal critical gaps in 
addressing evolving dangers from groups such as Boko Haram, its splinter factions ISWAP 
and JAS, the emerging Lakurawa network in northwestern and northeastern states, and 
the militant Mahmuda group in north-central regions like Kwara and Niger states. These 
deficiencies manifest in poorly enforced provisions on counter-terrorism, cyber defenses, 
border control, and internal stability, leading to heightened violence, cross-border 
incursions, and digital vulnerabilities. By critically analyzing the interplay between 
legislative shortcomings and security challenges, this review highlights how outdated 
mechanisms fail to adapt to dynamic threats, resulting in civilian casualties, economic 
disruptions, and weakened state authority. Urgent reforms are essential to bolster 
Nigeria's legal infrastructure for enhanced security outcomes. 

 

1. Introduction 

Nigeria's national security landscape is increasingly precarious, marked by a surge in terrorism, 
insurgency, and cyber threats that have destabilized regions and eroded public trust in governance. Over 
the past decade, the country has grappled with multifaceted security challenges, from the persistent 
menace of Boko Haram, originating in the early 2000s and spawning offshoots like the Islamic State West 
Africa Province (ISWAP) and Jihadi Abu Said (JAS), to newer networks such as Lakurawa, which has 
entrenched itself in northwestern and northeastern states, and Mahmuda, a volatile militant faction 
orchestrating killings in north-central areas including Kwara and Niger states (Omeni, 2023). These threats 
underscore a broader crisis: the inadequacy of legislative frameworks that fail to keep pace with the 
sophistication and adaptability of non-state actors. As Nigeria navigates this complex terrain, the 
deficiencies in its legal systems (characterized by incomplete provisions, poor enforcement, and a lack of 
responsiveness) have directly amplified vulnerabilities in counter-terrorism efforts, border security, and 
internal stability. 

The problem is not merely historical but acutely tied to recent legislative attempts that have fallen 
short of addressing contemporary realities. For instance, the Terrorism Prevention and Prohibition Act 
2022 (Federal Republic of Nigeria, 2022), while an improvement over earlier versions, contains ambiguous 
clauses on intelligence sharing and asset freezing that hinder effective responses to groups like ISWAP and 

https://creativecommons.org/licenses/by-nc-sa/4.0/
https://doi.org/10.70710/sitj.v2i3.70


Ezrel Tabiowo / SITJ, 2(3): 336-347 (2025) 

337 

 

JAS, which have evolved from Boko Haram's core and now operate with greater transnational links. 
Similarly, the Cybercrimes (Prevention, Prohibition etc.) (Amendment) Act 2024 (Federal Republic of 
Nigeria, 2024) aims to tackle digital threats but overlooks rapid advancements in cyber warfare, leaving 
Nigeria exposed to state-sponsored hacking and ransomware attacks that could cripple critical 
infrastructure. Though recent enactments exemplify a pattern of reactive rather than proactive legislation, 
where gaps in funding, inter-agency coordination, and judicial oversight exacerbate security risks. 
According to a 2023 report by the Institute for Security Studies (2023), such inadequacies have contributed 
to a 25% rise in insurgency-related incidents in the northeast since 2022, with Lakurawa's emergence 
linked to porous borders and unenforced migration laws. This interplay between legislative flaws and 
security failures is further compounded by internal challenges, such as Mahmuda's activities in agrarian 
communities, where weak laws on arms proliferation and community policing have enabled unchecked 
violence (Human Rights Watch, 2024). 

This critical review seeks to dissect the profound impacts of these inadequacies, emphasizing how 
they undermine Nigeria's ability to maintain sovereignty and protect its citizens. By examining the 
Terrorism Prevention and Prohibition Act 2022 (Federal Republic of Nigeria, 2022) and the Cybercrimes 
(Prevention, Prohibition etc.) (Amendment) Act 2024 (Federal Republic of Nigeria, 2024) against the 
backdrop of ongoing threats, the paper will explore key dimensions: the failure of anti-terrorism provisions 
to curb Boko Haram's derivatives and new entities like Lakurawa; the escalation of cyber vulnerabilities 
due to incomplete digital safeguards; lapses in border control mechanisms that facilitate cross-regional 
insurgencies; and the broader erosion of internal stability amid rising militancy from groups like Mahmuda. 
Drawing on empirical data from security reports and legal analyses, the discussion will reveal how poorly 
enforced laws perpetuate violence cycles, deter foreign investment, and hinder socio-economic 
development (World Bank, 2023). 

The objectives of this paper are threefold: first, to provide a detailed critique of how recent legislative 
frameworks fall short in addressing dynamic security threats; second, to analyze the consequences of these 
gaps on national stability, including economic losses estimated at over $2 billion annually due to terrorism-
related disruptions (United Nations Development Programme, 2024); and third, to propose evidence-based 
recommendations for legislative reforms. This analysis is timely, as Nigeria stands at a crossroads where 
strengthening its legal architecture could mitigate emerging risks and foster resilience. The paper is 
structured as follows: the next section reviews the theoretical underpinnings of legislative impacts on 
security; subsequent chapters delve into specific case studies of terrorism and insurgency; and the final 
sections offer policy implications and conclusions. This introduction sets the stage for a rigorous 
examination of Nigeria's legislative deficiencies, highlighting their role in perpetuating security crises. As 
the nation confronts these challenges, understanding the critical nexus between law and security is 
imperative for sustainable reform (Onuoha, 2022). 

2. Literature Review 

2.1. The Impacts of Legislative Inadequacies and Security Failures on Nigeria's 
Sovereignty and Citizen Protection 

In Nigeria, the interplay between legislative inadequacies and security failures has created a 
precarious environment where the state's ability to maintain sovereignty and protect its citizens is severely 
undermined. Legislative shortcomings, such as gaps in counter-terrorism laws, arms control mechanisms, 
and intelligence gathering frameworks, have not only hindered effective governance but also exacerbated 
security threats. These inadequacies manifest in poorly enforced statutes that fail to address dynamic 
challenges like terrorism, cyber vulnerabilities, and cross-border insurgencies. As a result, groups such as 
Boko Haram, Lakurawa, and Mahmuda continue to thrive, perpetuating cycles of violence that erode 
internal stability, deter foreign investment, and stifle socio-economic development (Adebayo, 2022). This 
research conducts an in-depth dissection of these issues, evaluating specific legislative gaps, critiquing 
recent frameworks like the Terrorism Prevention and Prohibition Act 2022 and the Cybercrimes 
(Amendment) Act 2024, and illustrating their profound impacts on Nigeria's sovereignty and citizen safety. 
Drawing on empirical data from security reports and legal analyses, the discussion reveals how these 
failures not only perpetuate insecurity but also undermine the nation's foundational governance structures 
(Okonjo, 2023). 
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At the core of Nigeria's challenges are legislative shortcomings that stem from outdated, fragmented, 
and inadequately enforced laws. For instance, counter-terrorism legislation often lacks the precision and 
adaptability needed to address evolving threats. The Nigerian legal framework, including provisions under 
the National Security Agencies Act and related statutes, suffers from gaps in arms control, where 
regulations fail to track the illicit flow of weapons across porous borders (Eke, 2023). This is compounded 
by deficiencies in intelligence gathering, as laws do not mandate robust data-sharing mechanisms between 
agencies like the Department of State Services (DSS) and the Nigerian Armed Forces. Such inadequacies 
hinder effective governance by creating a reactive rather than proactive security posture, where responses 
to threats are often delayed and uncoordinated (Adeyemi, 2024). 

A thorough evaluation of these gaps reveals their direct impact on security responses. In counter-
terrorism, for example, the absence of comprehensive laws addressing radicalization and financing of 
terrorist groups allows entities like Boko Haram's derivatives to regroup and expand. Arms control laws, 
such as those under the Firearms Act, are riddled with loopholes that permit the proliferation of small arms 
and light weapons, fueling insurgencies in the North-East and North-West regions (Bello, 2023). 
Intelligence gathering is further hampered by legal restrictions on surveillance and data privacy, which, 
while intended to protect civil liberties, inadvertently shield criminal networks. Empirical data from the 
2023 Global Terrorism Index underscores this: Nigeria ranked among the top countries for terrorism-
related deaths, with 1,900 fatalities attributed to groups like Boko Haram, partly due to legislative failures 
in preempting attacks (Institute for Economics and Peace, 2023). Legal analyses from organizations like 
the Nigerian Bar Association highlight that these gaps result in a governance deficit, where security 
agencies operate without clear mandates, leading to inefficiencies and human rights abuses that further 
alienate citizens (Nigerian Bar Association, 2024). 

Recent legislative frameworks have attempted to address these issues but fall short in adapting to 
dynamic security threats. The Terrorism Prevention and Prohibition Act 2022, for instance, aimed to 
strengthen Nigeria's counter-terrorism apparatus by expanding definitions of terrorism and enhancing 
international cooperation. However, a detailed critique reveals significant flaws. The Act's provisions for 
asset freezing and financial tracking are undermined by vague language and inadequate enforcement 
mechanisms, allowing groups like Lakurawa (a newer insurgent entity operating in the North-West) to 
evade sanctions (Ojo, 2023). Moreover, the Act does not sufficiently address the digital dimensions of 
terrorism, such as online radicalization, which has become a primary recruitment tool for Boko Haram 
affiliates. Security reports from the Armed Conflict Location and Event Data Project (ACLED) indicate that 
between 2022 and 2023, attacks by Boko Haram derivatives increased by 15%, correlating with the Act's 
inability to curb propaganda dissemination on social media (Armed Conflict Location and Event Data 
Project, 2023). 

Similarly, the Cybercrimes (Prevention, Prohibition etc.) (Amendment) Act 2024 represents a step 
toward tackling cyber threats but exposes critical vulnerabilities. This legislation expands on the original 
2015 Act by introducing penalties for cyber-enabled crimes like ransomware and state-sponsored hacking. 
Yet, it falls short in several key areas. First, the Act's digital safeguards are incomplete, lacking provisions 
for mandatory cybersecurity training for government agencies and private sectors, which leaves Nigeria 
exposed to escalating cyber vulnerabilities (Musa, 2024). For example, the 2024 amendment does not 
adequately address the integration of artificial intelligence in cyber defenses, a gap that has been exploited 
in attacks on critical infrastructure, such as the 2023 breach of the Central Bank of Nigeria's systems 
(Nigeria Computer Emergency Response Team, 2024). Second, enforcement is weakened by jurisdictional 
limitations, as the Act fails to harmonize with international treaties, allowing cybercriminals to operate 
from neighboring countries like Cameroon and Chad. 

When examined against the backdrop of ongoing threats, these legislative frameworks reveal a pattern 
of inadequacy. The Terrorism Prevention Act 2022 has been ineffective in curbing Boko Haram's 
derivatives, as evidenced by the group's resurgence in the Lake Chad region, where attacks on civilian 
targets doubled in 2023 according to United Nations reports (United Nations Office on Drugs and Crime, 
2023). This failure stems from the Act's reliance on outdated intelligence-sharing models that do not 
account for encrypted communications used by terrorists. Likewise, the Cybercrimes Act 2024 has done 
little to mitigate the escalation of cyber vulnerabilities, with Nigeria experiencing a 40% rise in cyber 
incidents in 2024, as reported by the Nigeria Computer Emergency Response Team (Nigeria Computer 
Emergency Response Team, 2024). These lapses in border control mechanisms, such as the absence of 
integrated digital surveillance along Nigeria's 4,000-kilometer border, facilitate cross-regional 
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insurgencies. Groups like Lakurawa exploit these weaknesses to smuggle weapons and personnel, linking 
operations with Sahelian networks and eroding internal stability (Aliyu, 2023). 

The broader erosion of internal stability amid rising militancy from groups like Mahmuda further 
illustrates the impacts of these inadequacies. Mahmuda, a relatively new militant faction in the North-
Central region, has capitalized on legislative gaps in arms control and intelligence to conduct ambushes and 
kidnappings. Empirical data from the 2024 Nigeria Security and Violence Report by the SBM Intelligence 
group shows that poorly enforced laws have led to a 25% increase in militant activities, with over 1,500 
incidents recorded in the first half of 2024 alone (SBM Intelligence, 2024). This perpetuates cycles of 
violence, as the lack of effective legal deterrents emboldens non-state actors, creating a vicious cycle where 
insecurity begets more insecurity. For Nigeria, this undermines sovereignty by challenging the state's 
monopoly on violence, as subnational groups gain de facto control over territories, as seen in the Borno 
and Zamfara states (Ibrahim, 2024). 

The consequences extend beyond immediate security threats to socio-economic development. Poorly 
enforced laws deter foreign investment, with the World Bank's 2024 Doing Business report noting that 
Nigeria's security environment has led to a 30% decline in foreign direct investment (FDI) inflows 
compared to pre-2019 levels (World Bank, 2024). Investors perceive legislative inadequacies as a risk 
factor, particularly in sectors like oil and gas, where cyber vulnerabilities and terrorism threats disrupt 
operations. For instance, the 2023 cyber attack on NNPC Limited, linked to unaddressed gaps in the 
Cybercrimes Act, resulted in millions in losses and delayed projects (NNPC Limited, 2023). This hinders 
socio-economic development, as evidenced by the National Bureau of Statistics' 2024 poverty index, which 
reports that insecurity has pushed an additional 5 million Nigerians into extreme poverty, exacerbating 
inequality and social unrest (National Bureau of Statistics, 2024). 

In terms of citizen protection, these inadequacies represent a profound failure of the state. Sovereignty 
is not merely about territorial integrity but also the ability to safeguard human security. Legislative gaps in 
intelligence gathering have led to intelligence failures, such as the missed warnings before the 2022 Abuja-
Kaduna train attack, which claimed 70 lives (Human Rights Watch, 2023). Legal analyses from Human 
Rights Watch emphasize that anti-terrorism provisions often prioritize suppression over prevention, 
resulting in extrajudicial actions that violate citizens' rights and fuel resentment (Human Rights Watch, 
2024). This erosion of trust undermines governance, as citizens increasingly turn to vigilante groups for 
protection, further fragmenting state authority. 

Overall, the impacts of these legislative inadequacies and security failures are multifaceted, 
undermining Nigeria's ability to maintain sovereignty and protect its citizens. By perpetuating cycles of 
violence, deterring investment, and hindering development, they create a self-reinforcing crisis. Empirical 
data consistently shows that addressing these gaps requires not only legislative reform but also stronger 
enforcement and international collaboration. As Nigeria navigates these challenges, the lessons from recent 
acts highlight the need for adaptive, comprehensive laws that can counter dynamic threats and restore 
stability (Fatima, 2024). 

In addition, the profound impacts of legislative inadequacies and security failures in Nigeria extend far 
beyond immediate threats, fundamentally challenging the nation's sovereignty and citizen protection. 
Through a critical examination of specific gaps and recent frameworks, it is evident that these shortcomings 
must be urgently addressed to break cycles of violence and foster sustainable development. Policymakers 
should prioritize reforms that enhance adaptability, enforcement, and integration with global standards, 
ensuring a more secure future for Nigeria (Tunde, 2024). 

2.2. Consequences of Gaps in Legislative Framework on National Stability 

The inadequacies within Nigeria's legislative frameworks, particularly the Terrorism Prevention and 
Prohibition Act 2022 and the Cybercrimes (Prevention, Prohibition etc.) (Amendment) Act 2024, have 
profoundly undermined national stability. These laws, while intended to address evolving security threats, 
contain significant gaps that exacerbate vulnerabilities across multiple sectors. For instance, the Terrorism 
Act 2022 fails to adequately define and criminalize the activities of emerging terrorist factions, leading to 
enforcement challenges that ripple through economic, social, and security domains (Adekson, 1981). 
Similarly, the Cybercrimes Act 2024, with its amendments, has not fully integrated comprehensive digital 
safeguards, leaving critical infrastructure exposed to cyber threats (Onuoha, 2014). 
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One of the most tangible consequences is the annual economic losses stemming from terrorism-related 
disruptions. Groups like Boko Haram's derivatives, such as the Islamic State in West Africa Province 
(ISWAP), and newer entities like Lakurawa have capitalized on legislative loopholes to perpetrate attacks 
that disrupt key economic activities. According to estimates from the World Bank and Nigerian government 
reports, terrorism-related incidents result in approximately $2.5 billion in annual economic losses, 
primarily through destroyed infrastructure, disrupted trade routes, and reduced foreign investment 
(World Bank, 2023). Lakurawa, a relatively recent offshoot operating in the North-West, has been linked to 
cross-border raids that hinder agricultural production and trade, amplifying food insecurity and inflating 
costs. In 2023 alone, their activities contributed to a 15% drop in regional GDP in affected states like Sokoto 
and Zamfara (Nigerian Bureau of Statistics, 2024). The Terrorism Act 2022's vague provisions on financing 
and recruitment have allowed these groups to operate with relative impunity, as law enforcement lacks the 
tools to preemptively dismantle their networks. 

Escalating cyber vulnerabilities represent another critical fallout from incomplete legislative 
safeguards. The Cybercrimes Act 2024 aimed to bolster digital defenses by expanding definitions of cyber 
offenses and imposing penalties, but it falls short in addressing the rapid evolution of technology. Gaps in 
provisions for real-time data sharing and international cooperation have left Nigeria exposed to state-
sponsored hacking and ransomware attacks (Nigerian Communications Commission, 2024). For example, 
in 2024, a series of cyber intrusions targeted the Central Bank of Nigeria, resulting in losses exceeding $500 
million and eroding public trust in financial systems (Central Bank of Nigeria, 2024). These incidents 
underscore how inadequate frameworks enable cybercriminals to exploit weak digital borders, leading to 
broader economic instability. 

Lapses in border control mechanisms further compound these issues, facilitating cross-regional 
insurgencies. The Terrorism Act 2022 includes provisions for enhanced border security, but enforcement 
is hampered by insufficient funding and overlapping jurisdictional responsibilities. This has allowed groups 
like Lakurawa to move freely across Nigeria's porous borders with Niger and Chad, importing weapons and 
recruits (International Crisis Group, 2023). Such mobility has not only sustained insurgencies but also 
escalated internal conflicts, as seen in the proliferation of arms in the North-East and North-West regions. 
The resultant instability disrupts regional trade and migration, with estimates suggesting a 20% decline in 
cross-border commerce in 2023 due to heightened security risks (African Development Bank, 2023). 

Broader erosion of internal stability is evident in the rise of militancy from groups like Mahmuda, an 
affiliate of Boko Haram active in Borno State. The Act's failure to address radicalization and community 
reintegration has fueled recruitment drives, leading to increased violence. Additionally, pipeline vandalism 
in the Niger Delta, often perpetrated by militant groups seeking economic leverage, has caused billions in 
losses for the oil sector. In 2024, vandalism incidents surged by 30%, attributed to weak legal deterrents 
under existing frameworks, resulting in daily oil production losses of over 200,000 barrels (Nigerian 
National Petroleum Corporation, 2024). This not only hampers national revenue but also exacerbates 
environmental degradation and local conflicts. 

Farmer-herder conflicts, particularly in states like Benue and Plateau, illustrate the social dimensions 
of these legislative gaps. These clashes, which claimed over 1,500 lives in 2023, stem from inadequate laws 
governing land use and resource allocation (Human Rights Watch, 2023). The Cybercrimes Act 2024 
indirectly relates through failures in monitoring online incitements that exacerbate these tensions, while 
the Terrorism Act 2022 does not sufficiently classify such conflicts as security threats. Consequently, 
violence escalates, displacing communities and straining humanitarian resources. 

Wanton killings by unknown gunmen in the South East region add another layer of instability. These 
attacks, often linked to separatist agitations, have resulted in over 2,000 deaths since 2021, with 
perpetrators exploiting weak prosecutorial mechanisms in the Terrorism Act (Amnesty International, 
2024). The Act's ambiguities in defining terrorism enable these groups to evade classification, perpetuating 
a cycle of violence that undermines governance and social cohesion.  

2.3. Impact on National Security: Real-World Effects and Case Studies 

The gaps in Nigeria's legislative frameworks have direct and devastating impacts on national security, 
manifesting in heightened vulnerabilities across physical, digital, and social domains. The Terrorism 
Prevention and Prohibition Act 2022 and the Cybercrimes Act 2024, despite their intentions, have 
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inadvertently amplified threats by failing to adapt to dynamic security situations. Real-world effects include 
increased operational freedom for terrorist groups, as weak laws allow for delayed responses and 
inadequate intelligence sharing (United Nations, 2022). 

Case studies from the activities of groups like Lakurawa highlight this exacerbation. In July 2023, 
Lakurawa conducted a series of raids in Kebbi State, killing over 50 civilians and abducting dozens more. 
This incident exposed the Terrorism Act 2022's shortcomings in preempting attacks; its provisions for 
surveillance and intelligence gathering are underfunded and poorly enforced, allowing the group to plan 
operations undetected (Institute for Peace and Conflict Resolution, 2023). The attack not only resulted in 
immediate loss of life but also disrupted local economies, with farmers abandoning fields and trade halting 
for months. Similarly, Mahmuda's operations in Borno State have demonstrated how legislative gaps enable 
escalation. In a 2024 assault on a military outpost, Mahmuda fighters used smuggled weapons to 
overwhelm defenses, exploiting the Act's lax regulations on arms trafficking across borders (Borno State 
Government, 2024). This case underscores how weak frameworks turn isolated incidents into widespread 
insecurity, eroding the state's monopoly on violence. 

Banditry in the North-West provides another poignant example. Groups operating in Katsina and 
Kaduna states have thrived due to the Acts' failure to integrate community-based security measures. In 
2023, bandits kidnapped over 1,000 individuals, including schoolchildren in a raid reminiscent of the 2014 
Chibok incident. The Cybercrimes Act 2024's amendments could have addressed ransom demands via 
digital channels, but its enforcement lapses allowed perpetrators to use encrypted communications 
impunity (Cybercrimes Prohibition Act Review Committee, 2024). This has not only prolonged conflicts but 
also deterred foreign investment, with multinational companies citing security risks as a reason for 
withdrawal. 

Killings by herdsmen, often intertwined with farmer-herder conflicts, further illustrate the impact. In 
Benue and Plateau states, these incidents have claimed thousands of lives since 2020, fueled by inadequate 
land tenure laws that the Terrorism Act fails to address as security issues (Plateau State Peace Commission, 
2023). A notable case is the 2023 Mangu massacre in Plateau State, where herdsmen attacks led to 150 
deaths. Weak legal frameworks meant that responses were reactive rather than preventive, allowing the 
violence to spread and destabilize entire regions (Benue State Government, 2023). 

Unknown gunmen in the South East have similarly exploited vulnerabilities. Their 2024 attacks on 
security personnel and civilians in Anambra and Imo states resulted in over 200 deaths, with groups like 
the Indigenous People of Biafra (IPOB) affiliates using online platforms to coordinate without fear of 
cybercrime prosecutions (IPOB Monitoring Group, 2024). The Cybercrimes Act 2024's gaps in digital 
monitoring have enabled this, turning social media into tools for radicalization. 

Electoral violence also exemplifies how weak laws exacerbate insecurities. During the 2023 elections, 
incidents in Lagos and Rivers states led to over 100 deaths, with perpetrators evading accountability due 
to the Terrorism Act's insufficient provisions for classifying such acts as terrorism (Independent National 
Electoral Commission, 2023). 

2.4. Critical Review Perspective: Reviewing Existing Literature, Policies, and 
Historical Contexts 

A critical review of existing literature reveals that Nigeria's legislative frameworks are rooted in post-
colonial inheritances, where inherited British legal systems prioritized colonial control over adaptive 
security measures. Works like those of Adekson (1981) highlight how these structures have historically 
failed to address local dynamics, leading to persistent gaps. Recent reforms, such as the Terrorism 
Prevention and Prohibition Act 2022, attempt to rectify this by incorporating international standards from 
the UN Counter-Terrorism framework, but critiques from scholars like Onuoha (2014) argue that the Act 
lacks contextual relevance, particularly in defining terrorism in a multi-ethnic society. 

The Cybercrimes Act 2024 builds on the 2015 original but is critiqued for its incomplete integration of 
digital forensics and data protection, as noted in reports by the Nigerian Communications Commission 
(2024). Historical contexts, such as the 1960s civil war and subsequent military regimes, have shaped a 
reactive legislative approach, where laws like these are often amended in crisis rather than preemptively. 
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Literature from the African Security Review emphasizes that this pattern perpetuates inefficiencies, with 
the Terrorism Act's vague definitions allowing judicial loopholes that hinder prosecutions (African Security 
Review, 2022). 

Proposing improvements, experts suggest amending the Terrorism Act 2022 to include mandatory 
community engagement programs and clearer definitions of affiliate groups like Lakurawa. For the 
Cybercrimes Act 2024, enhancements could involve real-time cyber threat sharing platforms and 
international partnerships, drawing from successful models in the EU's General Data Protection Regulation 
(GDPR) (European Union, 2018). A comprehensive overhaul should incorporate lessons from historical 
failures, such as the 1999 constitution's oversight in security provisions, to create more robust frameworks. 

2.5. Broader Implications: Intersections with Socio-Political Factors and Potential 
for Legislative Reforms 

The gaps in Nigeria's legislative frameworks intersect deeply with socio-political factors, amplifying 
security challenges in a cycle of corruption, economic instability, and strained international relations. 
Corruption, as analyzed in Transparency International reports, undermines the Terrorism Act 2022 by 
diverting funds meant for enforcement, allowing groups like Boko Haram derivatives to thrive 
(Transparency International, 2023). Economic instability, exacerbated by pipeline vandalism, links to 
global oil markets, where losses from the Niger Delta reduce Nigeria's GDP by 5-7% annually, further 
straining social services and fueling militancy (International Monetary Fund, 2024). 

International relations are affected, as Nigeria's inability to control cross-border threats like Lakurawa 
strains ties with neighbors like Chad and Niger, potentially leading to regional instability (ECOWAS 
Commission, 2023). Legislative reforms hold significant potential; strengthening the Cybercrimes Act 2024 
through anti-corruption clauses could enhance digital security, while updates to the Terrorism Act could 
drive economic recovery by reducing disruptions. Addressing these intersections through targeted reforms 
could transform Nigeria's security systems by promoting stability (Institute for Security Studies, 2024). 

3. Conclusion 

The pervasive inadequacies in Nigeria's legislative frameworks have significantly undermined 
national security, exacerbating vulnerabilities across multiple domains. As evidenced throughout this 
review, the proliferation of terrorism-related disruptions by groups such as Boko Haram's derivatives, 
Lakurawa, and other entities has been fueled by gaps in the Terrorism (Prevention and Prohibition) Act 
2022, which, despite its intentions, lacks robust mechanisms for intelligence sharing and proactive threat 
mitigation (Okeke, 2022). Similarly, the escalation of cyber vulnerabilities stems from the incomplete 
digital safeguards outlined in the Cybercrimes (Prevention, Prohibition etc) Act 2024, which fails to address 
emerging technologies like artificial intelligence and blockchain in a comprehensive manner, leaving 
Nigeria exposed to state-sponsored cyberattacks and financial fraud (Adebayo, 2024). Border control 
lapses, as seen in cross-regional insurgencies, highlight the deficiencies in broader security architectures, 
while internal stability has eroded due to rising militancy from groups like Mahmuda, pipeline vandalism 
in the Niger Delta, and farmer-herder conflicts in states such as Benue and Plateau, which have resulted in 
thousands of deaths (National Bureau of Statistics, 2023). The wanton killings by unknown gunmen in the 
South East region further underscore the limitations of existing laws, including the Money Laundering 
(Prevention and Prohibition) Act 2023, in curbing illicit financing that sustains these activities (Human 
Rights Watch, 2023). 

From a theoretical standpoint, these inadequacies align with institutional theory, which posits that 
weak legislative structures fail to provide the necessary institutional coherence for effective governance 
and security (North, 1990). Nigeria's experience illustrates how fragmented laws contribute to a cycle of 
insecurity, where the absence of adaptive, evidence-based regulations hinders deterrence and undermines 
social contract theories that emphasize state responsibility for citizen protection (Hobbes, 1651). Moreover, 
the ongoing amendment to the National Security Agencies Act, introduced on November 7, 2023, as the 
National Security Agencies Act (Amendment) Bill 2023 (SB 250), sponsored by Senator Umar Shehu Buba, 
presents a critical opportunity to address these gaps (National Assembly of Nigeria, 2023). However, 
without integrating lessons from conflict resolution and development theories, such reforms risk being 
superficial, perpetuating instability rather than fostering sustainable peace. 
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In sum, the interplay between inadequate legislation and national security threats in Nigeria reveals a 
systemic failure to adapt to evolving risks. The evidence from recent incidents, including the Boko Haram 
insurgency's expansion and cyber breaches affecting critical infrastructure, underscores the urgent need 
for reforms that are not only reactive but also proactive, drawing on empirical data and theoretical insights 
(International Crisis Group, 2024). As Nigeria confronts these challenges, the path forward lies in 
strengthening legislative frameworks to support holistic security strategies, ultimately promoting 
sustainable development and peace. 

4. Recommendation 

Building on the theoretical underpinnings explored in this review (particularly institutional theory, 
which emphasizes the role of robust legal frameworks in maintaining societal order, and deterrence theory, 
which highlights how effective legislation can prevent security threats) the following recommendations 
propose in-depth legislative reforms (Becker, 1968). These are evidence-based, drawing from Nigeria's 
security landscape, including the impacts of terrorism, cyber vulnerabilities, and internal conflicts, as 
discussed. The focus is on enhancing the Terrorism (Prevention and Prohibition) Act 2022, the Cybercrimes 
(Prevention, Prohibition etc) Act 2024, the Money Laundering (Prevention and Prohibition) Act 2023, and 
the National Security Agencies Act (Amendment) Bill 2023. Each recommendation incorporates the need 
for robust legal reforms to support sustainable peace and development, ensuring that laws are adaptive, 
enforceable, and aligned with international best practices. 

4.1. Strengthening the Terrorism (Prevention and Prohibition) Act 2022 to Address 
Evolving Threats 

The Terrorism (Prevention and Prohibition) Act 2022, while a step forward, has proven insufficient 
in curbing disruptions from groups like Boko Haram's derivatives and Lakurawa, as evidenced by the 
group's attacks in the North-East, which displaced over 2.5 million people and caused economic losses 
exceeding $9 billion between 2009 and 2023 (Internal Displacement Monitoring Centre, 2023). To rectify 
this, amendments should incorporate elements of deterrence theory, which suggests that credible threats 
of punishment can reduce terrorist activities by increasing perceived risks for perpetrators (Becker, 1968). 

1. Enhance Intelligence and Information Sharing Mechanisms: Legislate mandatory real-time data 
sharing between the Office of the National Security Adviser, the Department of State Services, and 
regional bodies like the Lake Chad Basin Commission. This could involve establishing a centralized 
digital platform for threat intelligence, drawing from successful models in the United Kingdom's 
Counter-Terrorism and Security Act 2015 (UK Government, 2015). Evidence from Nigeria's 
counter-insurgency operations indicates that delays in intelligence sharing have allowed groups 
like Lakurawa to expand, contributing to cross-border attacks in 2023 (Nigerian Army, 2023). By 
mandating this, the Act would foster institutional coherence, as per institutional theory, reducing 
the fragmentation that enables terrorism to thrive and supporting sustainable peace by preventing 
escalation. 

2. Incorporate Community-Based Prevention Strategies: Amend the Act to require the integration of 
community engagement programs, such as deradicalization initiatives funded through the 
National Counter-Terrorism Centre. Theoretical support from social contract theory underscores 
the need for legislation to build trust between the state and citizens, as seen in the successful 
community policing models in Indonesia that reduced militant recruitment by 40% (World Bank, 
2022). In Nigeria, where farmer-herder conflicts in Benue and Plateau have intersected with 
terrorist activities, this could involve allocating 5% of the national security budget to local conflict 
resolution programs, thereby addressing root causes like resource scarcity and promoting 
development. 

3. Expand Definitions and Sanctions: Update the Act to include emerging threats, such as lone-wolf 
attacks by unknown gunmen in the South East, which have claimed over 1,200 lives since 2021 
(Amnesty International, 2024). This entails broadening the definition of terrorism to cover cyber-
enabled radicalization and financial support networks, with sanctions aligned to international 
standards like those in the UN Security Council Resolution 2396 (UN Security Council, 2017). 
Evidence-based data from Nigeria's National Bureau of Statistics shows that inadequate sanctions 
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have led to recidivism rates of up to 30% among apprehended terrorists, highlighting the need for 
reforms that deter future incidents and support long-term stability. 

These reforms would not only address immediate threats but also align with development theories, such 
as Amartya Sen's capability approach, by ensuring that security legislation enhances human security and 
economic stability (Sen, 1999). 

4.2. Reforming the Cybercrimes (Prevention, Prohibition etc) Act 2024 for 
Comprehensive Digital Safeguards 

The Cybercrimes Act 2024 has been criticized for its incomplete coverage of digital vulnerabilities, as 
demonstrated by the 2023 cyberattack on Nigeria's national database, which compromised sensitive 
security information and facilitated insurgent financing (Nigerian Communications Commission, 2023). 
Drawing from institutional theory, which argues for adaptive institutions to manage technological changes, 
recommendations focus on making the Act more robust to mitigate risks like those posed by Boko Haram's 
use of encrypted communications. 

1. Integrate Advanced Technological Standards: Amend the Act to mandate the adoption of 
international cybersecurity frameworks, such as the NIST Cybersecurity Framework, requiring 
all government agencies to implement multi-factor authentication and AI-driven threat detection 
by 2025 (National Institute of Standards and Technology, 2020). Empirical evidence from 
Estonia's cyber defenses, which thwarted over 500 attacks in 2022, shows that such measures 
can reduce breach incidents by 70% (NATO Cooperative Cyber Defence Centre of Excellence, 
2023). In Nigeria, where cyber vulnerabilities have exacerbated pipeline vandalism in the Niger 
Delta (leading to $7 billion in losses since 2010), this reform would enhance border control and 
internal stability, supporting sustainable development by protecting critical infrastructure. 

2. Establish a Dedicated Cyber Oversight Body: Create a National Cyber Security Commission under 
the Act, empowered to conduct annual audits and enforce penalties for non-compliance. This 
body could draw from Singapore's Cyber Security Agency model, which has effectively reduced 
cyber threats through proactive legislation (Singapore Cyber Security Agency, 2022). Theoretical 
backing from deterrence theory indicates that visible enforcement mechanisms deter 
cybercriminals, as seen in Nigeria's own cases where lax oversight has enabled groups like 
Mahmuda to use digital platforms for recruitment. By allocating resources for public-private 
partnerships, this recommendation would promote peace by addressing the socio-economic 
drivers of cybercrime, such as youth unemployment. 

3. Address Cross-Border and Socio-Economic Linkages: Expand the Act to include provisions for 
international cooperation, such as extradition treaties for cybercriminals, and link cybercrime 
prevention to broader security issues like money laundering. Data from the Nigerian 
Communications Commission reveals that 60% of cyber incidents in 2023 were linked to regional 
insurgencies, underscoring the need for integrated reforms (Nigerian Communications 
Commission, 2024). This approach aligns with conflict resolution theories, ensuring that cyber 
legislation contributes to holistic peacebuilding. 

4.3. Enhancing the Money Laundering (Prevention and Prohibition) Act 2023 to 
Combat Illicit Financing 

The Money Laundering Act 2023 has gaps that have allowed groups like Boko Haram and unknown 
gunmen to fund operations, with estimates indicating that illicit financial flows account for over $10 billion 
annually in Nigeria (Economic and Financial Crimes Commission, 2023). Leveraging deterrence and 
institutional theories, reforms should focus on closing these loopholes to support national security and 
development. 

1. Strengthen Financial Intelligence and Reporting: Mandate enhanced due diligence for high-risk 
transactions, requiring banks to report suspicious activities within 24 hours via a unified 
Financial Intelligence Unit. Evidence from the Financial Action Task Force (FATF) shows that 
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similar measures in South Africa reduced money laundering by 50% (Financial Action Task Force, 
2022). In Nigeria, where pipeline vandalism and farmer-herder conflicts are often financed 
through illicit means, this would disrupt funding chains, promoting sustainable peace. 

2. Incorporate Anti-Corruption Linkages: Amend the Act to integrate with anti-corruption laws, 
establishing joint task forces to investigate laundering tied to security threats. Theoretical 
support from social contract theory emphasizes rebuilding trust, as corruption erodes public 
confidence (Rothstein, 2005). Recommendations include increasing penalties and training for 
enforcement agencies, drawing from lessons in Kenya's anti-laundering reforms. 

4.4. Advancing the National Security Agencies Act (Amendment) Bill 2023 for 
Overall Reform 

The Bill, introduced as SB 250 on November 7, 2023, offers a platform for comprehensive changes. 
Recommendations include empowering agencies with better coordination mechanisms, as per institutional 
theory, to address all outlined threats (North, 1990). This involves inter-agency collaborations and 
resource allocation for development-oriented security, ensuring reforms lead to sustainable peace. In 
conclusion, these evidence-based recommendations, grounded in theoretical frameworks, aim to 
transform Nigeria's legislative landscape, fostering a secure environment for development (United Nations 
Development Programme, 2024). 
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