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1. Introduction

Information is a crucial asset, serving as knowledge for humans. According to the Indonesian
Dictionary (KBBI, 2024), information is defined as notifications, news, or reports about something.
Information is a resource with value, enabling individuals to accomplish tasks that would be impossible
withoutit. As the adage states, "knowledge is power," meaning that knowledge grants individuals the ability
to act and seize opportunities (Warner, 2011). The rapid development of information technology has led
to an increase in global data and information transmission. While its benefits are undeniable, the risks and
threats associated with the misuse of information technology have become increasingly complex.
Organizations are more vulnerable to threats and attacks on information security originating from internal
personnel activities or external hacker intrusions (Jouini, Rabai, & Aissa, 2014).

One major impact of such security breaches is data leakage. According to wartaekonomi.co.id, data
leakage refers to the unauthorized transmission of data from within an organization to an external
destination or recipient. This can occur electronically or physically through websites, emails, and mobile
storage devices such as optical media, USB drives, and laptops (Wibowo, 2021). Data leakage also refers to
situations where confidential or sensitive information becomes vulnerable to unauthorized access or
exposure (Pertiwi et al., 2022). Sensitive data such as personal information, customer data, business secrets,
and financial records are prime targets for digital criminals (Kurnianingrum, 2023). Numerous
corporations and large organizations have suffered financially and reputationally due to data breaches.
Individuals affected by data leaks may experience identity theft, financial fraud, or even physical security
threats (Yudistira & Ramadani, 2023). Beyond individual harm, data leaks, particularly in military or
intelligence contexts, pose significant risks to national security.
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Data leakage can occur due to stolen or lost storage devices, insider threats, negligence, or
unauthorized system access through hacking (BSSN, 2019). Data hacking involves individuals or groups
attempting to access, steal, alter, or damage stored electronic data, with objectives ranging from data theft
and system disruption to espionage. Data breaches in the military are severe threats as they can
compromise national security and military operations. Military institutions worldwide are prime targets
for cyberattacks by other states, terrorist groups, or cyber criminals with varying motivations. A breach of
military technology or strategic plans can erode a nation's competitive edge, disrupt tactical operations and
communications, and even escalate physical conflicts (Singer & Friedman, 2014).

2. Research Methodology

This study employs a qualitative approach. According to Creswell, qualitative researchers recognize
that reality is shaped by individuals involved in a research setting, with multiple realities existing in
different situations. Data was collected through qualitative methods, including interviews and document
studies, such as newspapers, literature, and journals related to military security system data leakage.

3. Findings and Discussion

Data leakage threats in Indonesia involve risks of exposing sensitive information such as personal,
financial, or business data. These threats originate from cyberattacks, internal security breaches, or human
factors such as negligence. Organizations mitigate these threats through security policies, encryption, and
firewalls. The Indonesian government has enacted regulations such as Law No. 11 of 2008 on Electronic
Information and Transactions (UU ITE) and the Ministry of Communication and Information Technology
(Kominfo) regulations to safeguard personal data and national security. Today, information is regarded as
"power," significantly influencing societal outcomes. With increasing dependence on information
technology, risks are also escalating. Information technology is a "double-edged sword," as it contributes
to human advancement while simultaneously serving as a tool for cybercrimes such as hacking, fraud,
malware attacks, and espionage (Ekawati, 2018).

In 2022, cybercrimes in Indonesia saw a notable increase. According to e-MP Robinopsnal Bareskrim
Polri data, 8,831 cybercrime cases were recorded between January and December 2022 (Polri, 2022). A
prominent case was that of hacker Bjorka, who engaged in doxing—obtaining and disseminating personal
information without authorization. Bjorka claimed to have accessed data from various government entities,
including the Ministry of Law and Human Rights, PLN customer records, SIM card registration data, and
election commission records (Yamananda, 2022). Military data breaches have historically occurred
worldwide, involving both external and internal perpetrators. Three of the most significant cases include
the Manhattan Project leak to the Soviet Union, leading to the nuclear arms race; the MiG-25 Foxbat fighter
jet data leak from the Soviet Union to the United States; and the Iraq War Logs, where WikiLeaks exposed
400,000 classified U.S. and U.K. military documents from the Iraq conflict (2004-2009). Recently, a U.S.
military base employee leaked classified documents on Discord.

Although Indonesia has not experienced direct military data leakage, the Ministry of Defense's website
was hacked in 2022, potentially exposing sensitive data. Additionally, in August 2023, a case involving
forged documents using Indonesian Army officers' data for illegal firearm purchases underscored the risks
of data exposure. To prevent and counter military security data leakage, the Indonesian Armed Forces (TNI)
have developed a multi-layered security system through Disinfolahta, focusing on personnel education,
human resource development, secure data communication infrastructure, and specialized cyber defense
procedures. Kodam III/Siliwangi has implemented Sisfopers, an information system storing military
personnel data, incorporating VPNs and restricted IP access to enhance security.

4. Conclusion

Advancements in information technology have significantly benefited society, but they also present
cybercrime challenges. The Indonesian government has responded by enforcing personal data protection
laws, strengthening military security systems, and fostering inter-agency collaboration. Protecting
personal data and cybersecurity is crucial in mitigating modern threats.
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The threat of data leakage in the Kodam III/Siliwangi region arises when classified information is
accessed by unauthorized parties, potentially compromising national security. This threat falls under non-
physical and unconventional military threats. Unauthorized access to military information can erode trust
and social stability. To counteract these risks, Kodam III/Siliwangi employs layered security measures,
including Sisfopers and VPN restrictions. However, insider threats remain a concern. Preventative
measures include regulatory enforcement, awareness campaigns, and legal enforcement under the
Electronic Information and Transactions Law and Cyber Defense Guidelines. The significance of military
data protection is reflected in intelligence technology utilization, such as Sisfopers, which incorporates
high-quality hardware security measures. While effective, challenges persist, necessitating awareness of
internal and external threats.
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