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Abstract 
Cyber-Physical Systems (CPS) play a crucial role in critical industries such as 
manufacturing, transportation, energy, and healthcare by integrating the physical and 
digital worlds. However, the complexity and interconnectivity of CPS with the global 
network increase their vulnerability to cyber-attacks. This research explores the benefits 
of implementing artificial intelligence (AI) in the context of cyber-physical systems (CPS) 
to detect and respond to security threats. This study uses machine learning and deep 
learning techniques to analyze sensor data and system threats. The data analysis 
methods encompass predictive modeling and evaluating AI algorithms' performance in 
detecting threats. The research data is obtained from relevant literature reviews and 
secondary data analysis. The research findings indicate that integrating AI in CPS can 
enhance the success rate of threat detection, prompt response, and accuracy in threat 
identification. By enabling the system to learn from previous experiences, AI can reduce 
the number of false positives and false negatives while providing automated real-time 
responses to threats without human intervention. The research concludes that AI has 
great potential to enhance security in CPS by providing more efficient and effective 
solutions to address increasingly complex cyber threats. The findings of this study are 
expected to provide insights and recommendations that can be applied in developing 
CPS security systems in the future. 

 

1. Introduction 
Cyber-Physical Systems (CPS) are systems in which software and hardware components are well-

integrated and operate efficiently to accomplish their tasks. Furthermore, these tasks are performed 
automatically and distributed evenly (Panatagama, 2023). Industry 4.0 requires a strong understanding of 
Cyber-Physical Systems (CPS). The manufacturing environment that supports Industry 4.0 enabling real-
time data collection, transparency, and analysis throughout the manufacturing process, is known as a 
cyber-physical system called cyber manufacturing. CPS has become the backbone of various critical 
industries such as manufacturing, transportation, energy, and healthcare, enabling the integration between 
the physical and digital worlds (Crackincode.com, 2024). However, the existence of CPS also brings 
significant security risks due to its complexity and connectivity to networks vulnerable to cyber attacks 
(Tyas Tunggal, 2023). In the current digital era, cybercrime not only impacts data damage and personal 
information but can also disrupt economic and business activities, infrastructure, and even the national 
security stability of a country (BPPTIK, 2023). 

 According to statistical data from the National Cyber and Crypto Agency (BSSN), in 2022, there 
were 370.02 million cyber attacks against Indonesia. This figure represents an increase of 38.72% 
compared to the previous year, which recorded 266.74 million cyber-attacks. The government 
administration sector is Indonesia's primary target of cyber attacks, reaching 284.09 million (BPPTIK, 
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2023). Over the past ten years, the development of cyber-physical systems has undergone unexpected 
changes, bringing new opportunities and challenges. Threats, challenges, and critical issues have emerged, 
particularly in maintaining the security of CPS. The diversity of CPS essential components, whether in 
natural gas systems, transportation, or other automated domains, adds complexity to ensuring their 
security (Sectrio.com, 2024). The security threats to CPS systems are becoming increasingly complex and 
often difficult to detect with traditional methods, requiring innovative and effective detection and rapid 
response approaches. In this context, the rapid development of artificial intelligence (AI) integration in 
cyber-physical systems can be a promising solution to enhance the security and resilience of these systems. 

 The integration of AI in cyber-physical systems enables the utilization of techniques such as 
machine learning and deep learning to analyze data from various sensors and systems to detect undetected 
threat patterns by conventional methods. By harnessing AI, systems can learn from experience, enhance 
the success rate of threat detection, and identify threats with higher accuracy. AI integration can also 
improve the speed of response to threats, as systems can automatically respond to threats in real-time 
without human intervention. This allows for reducing response time to threats and minimizing potential 
negative impacts. Additionally, using AI in cyber-physical systems can aid in reducing the number of false 
positives (incorrect detection of threats) and false negatives (failure to detect actual threats), thereby 
enhancing system efficiency in managing security threats. 

 In this context, the research will investigate how implementing artificial intelligence (AI) in cyber-
physical systems can enhance the capabilities to detect and respond to security threats. The study will 
analyze the success rate in threat detection, response speed, accuracy in identifying threats, and the 
reduction of false positives and false negatives. The research will utilize a literature review to examine how 
integrating artificial intelligence in cyber-physical systems can improve the capabilities to detect and 
respond to security threats. Data related to threat detection, response to threats, and the security 
performance of CPS systems will be collected and analyzed using appropriate data analysis methods. This 
research is expected to provide valuable insights and recommendations that can be applied in developing 
security systems for CPS in the future. 

2. Literature Review 
This research project was spurred by the realization that different people have different definitions 

or descriptions of digital transformation (DT), which has resulted in the creation of buzzwords and hype in 
academic and professional literature. On the other hand, the subject of exactly what DT is and how we 
should conceptualize it has received insufficient attention. In the long run, scholars and practitioners won't 
be able to "advance the theory and practice" of the field without the adoption of a single definition (Stock 
& Boyer, 2009). Although the literature now in publication indicates a new degree of interest in this field, 
there is evidence that this concept is not widely and thoroughly understood (Goerzig & Bauernhansl, 2018; 
Gray & Rumpe, 2017; Haffke et al., 2016; Morakanyane et al., 2017; Van Veldhoven & Vanthienen, 2022). 
Several gaps persist in the vast body of research on digital transformation. Although a large number of 
studies have concentrated on the technological components of digital transformation, a dearth of thorough 
evaluations that incorporate technology into business strategy and organizational culture exists. Second, 
there is a knowledge gap on the effects of DT on enterprises in emerging countries because the majority of 
research has been carried out in developed economies. Third, the long-term implications of digital 
transformation (DT) on small and medium-sized firms (SMEs) are not well studied, especially concerning 
maintaining innovation and competitive advantage. With an emphasis on SMEs in emerging economies, this 
study attempts to close these gaps by offering a comprehensive analysis of DT that takes into account its 
technological, strategic, and cultural aspects (Morakanyane et al., 2017; Van Veldhoven & Vanthienen, 
2022). 

3. Method 
This study employs a qualitative methods approach to explore how Artificial Intelligence (AI) 

enhances the security of Cyber-Physical Systems (CPS). Data collection involves a comprehensive literature 
review of sources such as academic journals, conference papers, and industry reports, alongside an analysis 
of existing datasets on CPS security incidents and AI-based threat detection systems. For data analysis, 
machine learning and deep learning techniques are applied to CPS sensor data using supervised and 
unsupervised algorithms and neural networks. The performance of AI in threat detection is evaluated 
through metrics including accuracy, precision, recall, F1-score, and false positive/negative rates. Anomaly 
detection methods and big data analytics tools, like Apache Spark, are utilized to identify suspicious 
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activities within CPS. Predictive analytics are used to forecast potential security threats by analyzing 
historical data patterns in network traffic and system vulnerabilities. The research also investigates the 
integration of AI with traditional security systems, such as firewalls and IDS/IPS, to improve detection 
accuracy and response times. Validation and testing involve simulating CPS environments to evaluate AI-
based threat detection systems under real-world cyber-attack scenarios and analyzing case studies from 
various industries, including manufacturing, transportation, energy, and healthcare, to assess AI’s impact 
on security performance. Ethical considerations address data privacy, algorithmic bias, and potential AI-
generated vulnerabilities, ensuring compliance with data protection regulations. The findings are 
presented in a structured format and disseminated through academic journals, conferences, and industry 
workshops, providing actionable insights for enhancing CPS security through AI integration. 

4. Result and Discussion 
This section will explore the capabilities of artificial intelligence (AI) that can be integrated into cyber-

physical systems to enhance the ability to detect and respond to security threats. The discussion will cover 
the evaluation of threat detection success rates, rapid response, accuracy in threat identification, and the 
reduction of false positives and negatives. 

4.1. Successful Threat Detection by AI 

4.1.1. Machine Learning 

The Machine Learning Algorithm utilizes supervised and unsupervised learning algorithms to detect 
suspicious patterns. In supervised learning, humans provide input, output, and feedback on prediction 
accuracy during training (Saravanan & Sujatha, 2018). Supervised learning can be found in various 
applications such as data classification, email spam detection, and face detection (Karthikeyan P. et al., 
2021). This supervised learning algorithm can identify suspicious patterns by learning from labeled 
training data with known outcomes (Yasmin, 2024). This algorithm uses the underlying truth of samples 
in the training data to predict and classify new data points based on the learned patterns (Yasmin, 2024). 
Unsupervised learning is a method that does not require a training process and operates with unlabeled 
data (Saravanan & Sujatha, 2018). This method is often used in clustering, association rule mining, and 
anomaly detection (Karthikeyan P. et al., 2021). Unsupervised learning algorithms focus on identifying 
suspicious patterns in unlabeled data as references (Sen & Das, 2023). With this strategy, the algorithms 
search for significant patterns in the data that can provide new information and valuable knowledge (Sen 
& Das, 2023). 

The main difference between supervised and unsupervised learning in identifying suspicious patterns 
lies in the availability of labeled data (Sen & Das, 2023). Supervised learning relies on labeled data to train 
the model, while unsupervised learning works with unlabeled data to discover relevant patterns (Sen & 
Das, 2023). Supervised and unsupervised learning algorithms can identify suspicious patterns by analyzing 
data without requiring explicit programming (Saravanan & Sujatha, 2018). Unsupervised learning methods, 
such as clustering, can group similar data points to detect anomalies that may contain suspicious patterns 
(Sen & Das, 2023). 

Machine Learning (ML) algorithms, both supervised and unsupervised, are widely used to identify 
suspicious patterns in various domains, such as fraud detection, anomaly detection, and cybersecurity 
(Saravanan & Sujatha, 2018). The significance of these algorithms lies in their role in automated learning 
processes and performance improvement based on experience without the need for explicit programming 
(Saravanan & Sujatha, 2018). For instance, algorithms like Naive Bayes and Decision Trees are often 
employed in supervised learning, while for unsupervised learning, methods like K-means and Hierarchical 
Clustering are frequently chosen (Kumar et al., 2020). The appropriate selection of algorithms in the 
relevant context can significantly assist in effectively and efficiently identifying suspicious patterns in 
various machine learning (ML) applications. 

4.1.2. Deep Learning 

Deep Learning is a branch of machine learning that utilizes artificial neural networks to process data 
at various levels of abstraction (Noman, 2020). Neural networks consist of input, hidden, and output layers, 
resembling the human nervous system (Chaturvedi et al., 2022). Various types of neural networks, such as 
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CNN (Convolutional Neural Network) and RNN (Recurrent Neural Network), are commonly employed in 
deep learning applications (Noman, 2020). 

Neural Networks have demonstrated outstanding performance in various machine learning tasks, 
including image and voice recognition, natural language processing, and data analysis for scientific and 
business purposes (Moraitis et al., 2018). Neural networks process inputs through linear and non-linear 
operations and use learning algorithms to optimize network parameters (Moraitis et al., 2018). With this 
capability, neural networks can be effectively implemented to detect complex threats and play a crucial 
role in cybersecurity and other applications requiring accurate and fast detection. 

The application of neural networks for threat detection in cybersecurity involves the implementation 
of deep learning algorithms capable of extracting features from unstructured data, making them suitable 
for complex tasks such as threat detection (Dubey & Rasool, 2022). Neural networks can be utilized for 
prediction, decision-making, pattern recognition, and novelty detection with customized capabilities in 
threat detection through the transformation between input and output as the relationship between 
neurons in a sequence of layers (Kizilkan et al., 2022). Furthermore, neural networks are designed to learn 
from examples, making them suitable for data classification and prediction where statistical techniques 
and regression models have been used (ArulRaj et al., 2021). The adaptation of neural networks to evolving 
threats occurs by mimicking the artificial workings of the human brain, allowing for adaptation to emerging 
threats by learning from new examples (Kizilkan et al., 2022). The ability of neural networks to extract 
patterns and detect trends too complex for human observation or other computer techniques makes them 
highly suitable for detecting emerging threats (Macukow, 2016). 

The challenges and considerations in implementing neural networks for threat detection are highly 
significant. The performance of neural networks in threat detection heavily relies on factors such as the 
number of layers, activation functions, and types of network layers (Dong et al., 2021). One of the main 
challenges faced in applying neural networks for threat detection is the "dimension curse," where 
increasing the input size and number of layers exponentially raises the complexity and learning time of the 
network (Zgurovsky et al., 2020). Furthermore, without expertise in a specific domain, neural networks 
may assist in estimating the functional structure and parameters that pose constraints in effectively 
implementing them for threat detection (Kizilkan et al., 2022).  

4.1.3. Anomaly Analysis 

Anomaly analysis is a technique used to detect unusual or suspicious activities within a system. A 
critical aspect of anomaly analysis is the utilization of big data. A study has concluded that high-frequency 
data (every five minutes) has an advantage in depicting stock market movements and can better reflect 
market volatility compared to low-frequency data (daily) (Aminuddin Jafry et al., 2020). In the context of 
the influence of analytical data on reporting quality, research has found a significant relationship between 
the use of analytical data and the quality of forensic audit reporting among auditors and practitioners in 
Malaysia (Suppiah & Arumugam, 2023). Essential methods and algorithms used in anomaly detection 
involve utilizing machine learning algorithms such as Support Vector Machines, Neural Networks, Random 
Forests, K-means, and Decision Trees (Dahiya, 2019). These algorithms have proven effective in detecting 
anomalies in large datasets, with a detection rate of up to 96.86% and an accuracy of 98.72% (Dahiya, 2019). 
Apache Spark has also emerged as a tool for analyzing big data analysis for anomaly detection, showcasing 
the efficiency of various machine learning algorithms in that context (Lighari & Hussain, 2017). 

The utilization of analytical data has a significant contribution in detecting unusual activities. Although 
it does not directly discuss anomaly detection, a summary of the impact of analytical data on the quality of 
forensic audit reporting suggests that analytical data can assist in the collection and analysis of routine data, 
compiling reports, statistics, and trend analysis that are important for detecting unusual or suspicious 
activities (Suppiah & Arumugam, 2023). Anomaly detection in big data analytics significantly contributes 
to cybersecurity and fraud detection by enabling the identification of fraudulent activities and abnormal 
behavior within complex large datasets (Dahiya, 2019). Applying anomaly detection techniques supported 
by machine learning can help the detection of intrusions and unusual fraud in network security, making it 
an essential tool in addressing security threats (Tao & Chao, 2023). However, a significant challenge in 
anomaly detection in big data analytics is the "curse of big dimensionality" that affects the performance 
and accuracy of existing techniques due to the high volume and velocity of data generated by various 
sources (Thudumu et al., 2020). Traditional anomaly detection techniques may need to be more 
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exploratory in uncovering multiple aspects and perspectives of data analysis. They may need to fully 
understand the nature of anomalies, highlighting the need for specific anomaly detection techniques in 
particular domains (Vaishampayan et al., 2019). 

Implementing anomaly detection in big data analysis has various applications in various industries, 
including finance, industrial systems, IoT, and critical infrastructure (Tao & Chao, 2023). Using anomaly 
detection techniques in these domains is highly beneficial for detecting financial fraud, identifying errors 
in industrial systems, and pinpointing unusual events in specific industries, such as the pulp and paper 
industry (Tao & Chao, 2023). 

4.2. The Speed of AI in Threat Response 

4.2.1. Response Automation 

The utilization of artificial intelligence (AI) in threat detection and prevention has been elucidated in 
various studies, where AI acts as a virtual analyst alongside network intrusion detection systems to 
safeguard against evolving threats (Ramaiah et al., 2018). AI technology enables continuous monitoring of 
network activities and swift response to suspicious behaviors, thereby reducing the rate of alarm failures 
and false alarms (Ramaiah et al., 2018). Furthermore, AI plays a crucial role in facilitating automated 
response actions to address network security threats, including anomaly detection, real-time monitoring, 
and prompt handling of emerging threats (H. Wang et al., 2021). However, integrating AI into cybersecurity 
poses challenges and significant implications, including the potential emergence of new security 
vulnerabilities and the need for ethical considerations in developing and implementing innovative 
technologies (A. R. Sinha et al., 2023). 

Artificial intelligence (AI) and automation are revolutionizing cybersecurity defense and incident 
response, overcoming traditional inefficiencies, and enabling faster incident resolution (Cid et al., 2023). A 
new framework advocates for synergy between AI and Open-Source Resources to enhance the effectiveness 
of Computer Security Incident Response Teams (CSIRT) in accelerating incident response and improving 
threat detection accuracy (Maezo & Echeverrí a Rey, 2023). AI and Digital Forensics enhance the detection 
and response to cloud-based security issues to improve proactive threat detection and optimized resource 
allocation (Mahajan et al., 2023). AI/ML technology in Security Orchestration, Automation, and Response 
(SOAR) solutions acts as a force multiplier, empowering SOC analysts further (Kinyua & Awuah, 2021). AI-
driven planning has been applied to automate cyber incident response, demonstrating the potential for 
automating incident response and focusing on specific use cases such as Fake Data Injection Attacks (FDIA) 
(Choi et al., 2021). An integrated approach combining AI technologies such as machine learning, natural 
language processing, and behavioral analytics offers real-time threat identification and automated incident 
response in cloud security (Sinha et al., 2023). AI-assisted architecture from start to finish to detect 
Advanced Persistent Threats (APTs) shows a significant reduction in the amount of data that needs to be 
reviewed and innovative incident extraction and security-conscious assessment (Soliman et al., 2023). 

4.2.2. Predictive Analytics 

Artificial intelligence (AI) can predict potential attacks by analyzing various data sources, such as 
network traffic, user behavior, and system vulnerabilities (Affan, 2018). Machine learning algorithms 
detect patterns and anomalies in data that can indicate potential security threats (Affan, 2018). AI-based 
predictive analytics can identify potential attack vectors and vulnerabilities, enabling proactive security 
measures to be implemented (Affan, 2018). Using AI to prepare responses before an attack by automating 
the threat detection process allows for quick and targeted mitigation actions (Affan, 2018). AI-supported 
automated incident response systems can analyze and prioritize security alerts, enabling swift and effective 
responses to potential threats (Affan, 2018). AI-driven security orchestration and automation platforms 
facilitate the creation of pre-defined response playbooks for various types of security incidents, simplifying 
the response process (Affan, 2018). 

Artificial intelligence (AI) techniques such as machine learning, deep learning, and natural language 
processing are utilized to predict attacks by analyzing historical attack data and identifying patterns that 
indicate potential threats in the future (Affan, 2018). Identifying anomalous behavior, predictive modeling, 
and threat intelligence analysis are some AI techniques used to predict potential attacks and enhance 
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security readiness (Affan, 2018). Using AI in security to identify attacks before they occur involves 
continuously monitoring and analyzing network and system behaviors against compromise indicators and 
potential threats (Affan, 2018). Behavior analytics supported by AI can detect deviations from standard 
patterns and identify early warning signs of potential attacks to enable preventive actions (Affan, 2018). 

4.2.3. Integration with Existing Security Systems 

The integration of AI with existing security systems, such as firewalls and IDS/IPS, can enhance the 
capabilities of these systems in detecting and preventing network attacks (Z. Wang & Deng, 2023). AI-
driven firewalls have demonstrated higher accuracy in detecting network attacks by highlighting their 
effectiveness in improving network security (Z. Wang & Deng, 2023). The use of AI technology in threat 
detection can lead to the autonomous evolution of threat detection capabilities, thereby enhancing the 
overall performance of security systems (Z. Wang & Deng, 2023). When integrating AI with firewalls, 
IDS/IPS, and other security solutions, considerations need to be made regarding adaptability, network 
isolation, identification of industrial communication protocols, real-time performance, and the reliability 
of security systems (Z. Wang, 2021). The design and development of AI firewalls should focus on building 
learning models and ensuring the compatibility of AI technology with industrial communication protocols 
to meet the specific requirements of industrial control systems (Es-Salhi et al., 2019). 

Integrating artificial intelligence technology with existing security systems presents benefits and risks. 
AI can play a crucial role in enhancing network protection through intelligent intrusion detection and 
reducing the rate of missed alarms (Huang et al., 2023). However, this integration also brings security 
challenges stemming from AI algorithms and computational data that have the potential to impact the 
security of various AI-based applications (Huang et al., 2023). Combining AI with security systems can 
create new vulnerabilities, including the emergence of AI-assisted network attacks and the need to address 
security risks associated with AI infrastructure, design, and development (Huang et al., 2023). 

AI can significantly enhance the effectiveness of firewalls, IDS/IPS, and other security solutions in a 
network environment. AI-driven firewalls can be expanded to include mobile devices by strengthening 
their defense capabilities against evolving threats and offering comprehensive protection beyond 
conventional network boundaries (Cowan, 2019). By leveraging AI, intelligent defense systems and logical 
architectures can be developed for AI firewalls, integrating cloud intelligence, security centers, and layered 
structures to enhance threat detection and overall network security (Yuhong & Xiangdong, 2021). 

4.3. Accuracy of Threat Identification by AI 

4.3.1. Threat Modeling  

Threat modeling is a process that involves systematically identifying and analyzing security threats 
within a system (Yskout et al., 2020). Threat modeling still needs a higher level of maturity and faces 
challenges in aligning research with industry practices (Yskout et al., 2020). One solution that can be used 
is artificial intelligence (AI) to automate threat detection and response and provide insights and predictions 
to enhance threat identification accuracy (Sinha et al., 2023). Integrating AI technologies, such as machine 
learning and natural language processing, can significantly improve risk assessment in various industries, 
including cybersecurity (Nagendiran et al., 2023). However, the development of AI technology in 
cybersecurity also brings negative consequences, such as the complexity of AI systems that are difficult for 
human analysts to understand (Shand et al., 2024). AI models to combat cybersecurity threats also face 
challenges due to the evolving nature of threats, vulnerabilities, and exploitations (Piplai et al., 2023). The 
use of AI in cybersecurity also poses technical challenges, such as data labeling and model interpretation, 
as well as broader social implications, including the potential creation of new security vulnerabilities (Sinha 
et al., 2023). 

Artificial intelligence (AI) technology can analyze historical data and integrate knowledge from 
experts in the field, developing new paradigms and analyzing new events to enhance the accuracy of threat 
models (Gupta et al., 2019). The proposed AI model demonstrates excellent predictive performance under 
specific parameter settings, significantly increasing prediction accuracy by up to 95% (Panilov et al., 2024). 
Furthermore, the application of AI has evolved to forecast human behavior, such as insider threats, 
providing a statistical framework to effectively interpret and address such questions (Burns, 2020). 
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4.3.2. Dynamic Risk Assessment 

The utilization of artificial intelligence (AI) for risk assessment and real-time classification faces 
several challenges that hinder its smooth integration into various industries (Tayal & Kulkarni, 2023). The 
complexity of data generated by these sectors exceeds the capabilities of traditional risk analysis methods, 
emphasizing the need for a more sophisticated approach to efficiently manage large amounts of data (Tayal 
& Kulkarni, 2023). Additionally, accurate representation of uncertainty is an important aspect of AI-based 
risk analysis, highlighting the importance of incorporating uncertainty characterization techniques in the 
risk assessment process (Stødle et al., 2024). Despite offering promising opportunities in risk analysis, 
concerns still arise regarding the limitations of automation and potential risks associated with granting 
autonomous decision-making capabilities to AI systems, which demand careful consideration and 
supervision in implementing AI technology in this context (Stødle et al., 2024). 

The comparison between the AI-Based Dynamic Risk Measurement Method and Traditional Methods 
reveals the potential of AI in enhancing decision-making quality, operational efficiency, and accuracy in risk 
evaluation, ultimately strengthening business resilience (Ramachandran et al., 2023). Implementing AI 
technology, such as Natural Language Processing (NLP) and AI-based data analytics, has improved the 
precision and speed of risk evaluation processes, positively impacting business continuity and enabling 
risk prediction capabilities (Kalogiannidis et al., 2024). Furthermore, the potential application of AI-based 
real-time Risk Measurement and Risk Clustering highlights the strategic role of AI in enhancing business 
resilience by providing instant information and insights, enabling organizations to identify and address 
emerging risks effectively (Ramachandran et al., 2023). Moreover, the application of AI in public safety risk 
management can significantly contribute to anticipating and controlling exposure risks in the workplace, 
with positive impacts on workers' health, safety, and well-being (Pishgar et al., 2021). Meanwhile, the 
potential of AI in analyzing disaster risks offers a new paradigm for identifying potential hazards, 
constraints, and challenges in realizing the full potential of disaster risk analysis (Guikema, 2020). 

4.4. Reduction of False Positives and False Negatives by AI 

4.4.1. AI Model Calibration 

In artificial intelligence (AI) systems, model calibration and reducing false positive and false negative 
errors are crucial (Chanda & Banerjee, 2022). Model calibration significantly minimizes prediction errors 
that can have adverse effects, such as false positive and false negative errors (Chanda & Banerjee, 2022). 
The primary calibration goal is to ensure that the confidence levels expressed in the model's decisions align 
with the actual accuracy levels, thereby enhancing the accuracy of correct assessments and reducing the 
likelihood of prediction errors (Chanda & Banerjee, 2022). Critical methods used to calibrate AI models to 
reduce false positive and false negative errors include the utilization of binning-based estimation with bins 
of equal mass rather than estimation with equally wide bins, as this method is known to have a lower bias 
(Roelofs et al., 2022). In addition, the unbiased estimator and the "ECE<inf>sweep</inf>" method have also 
been proven to be reliable calibration error estimation for improving the effectiveness of recalibration 
methods and detecting model miscalibration more effectively (Roelofs et al., 2022). Furthermore, new 
training strategies that consider uncertainty, such as the Confidence Weight method, have also been shown 
to enhance calibration performance, reduce Expected Calibration Error (ECE), and improve accuracy in 
clinical applications (Dawood et al., 2023). 

Implementing periodic model adjustments based on feedback poses several challenges that must be 
addressed. One of the challenges is the difficulty in optimizing calibration parameters, such as temperature, 
concerning the objective function influenced by the level of calibration set difficulty (Zou et al., 2023). 
Another challenge is the potential degradation of calibration performance when the difficulty level of the 
test set differs drastically from the calibration set, resulting in suboptimal calibration parameters for 
Outside of Distribution (OOD) data (Zou et al., 2023). Furthermore, there needs to be more consistency in 
the optimal model when using different calibration methods, highlighting the need for careful 
consideration of performance metrics when training and selecting models for complex and high-risk 
applications in the healthcare field (Dawood et al., 2023). 

Model adjustment driven by feedback reduces false positives and false negatives by improving the 
rates of true positive and true negative decisions of artificial intelligence systems (Chanda & Banerjee, 
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2022). This allows for refining uncertain parameters based on available information, leading to better 
model predictions and reducing errors in decision-making processes (Bergerson & Muehleisen, 2015). 

4.4.2. Continuous Learning 

The implementation of reinforcement learning to reduce false positives and false negatives in threat 
detection is an approach that can significantly contribute to improving the performance of threat detection 
systems (Jia & Wang, 2020). In reducing false positives in threat detection, reinforcement learning is used 
as a method that utilizes training information to evaluate the actions taken, guiding the selection of actions 
to maximize reward (Jia & Wang, 2020). Agents learn through experiments and constant feedback to find 
actions that yield maximum reward (Jia & Wang, 2020). Algorithms such as Q-Learning and dynamic 
programming are used in reinforcement learning (Jia & Wang, 2020). On the other hand, in reducing false 
negatives in threat detection, reinforcement learning involves agents interacting with the environment to 
achieve goals by receiving reward signals to determine successful actions (Moussaoui et al., 2023). Agents 
learn to select the appropriate actions in each environmental condition to optimize their objectives and 
maximize long-term rewards (Moussaoui et al., 2023). This approach encourages the development of more 
effective and reliable threat detection systems in the face of complex security challenges. 

In recent years, research has focused on specific methods in continuous learning to enhance threat 
detection accuracy. One of the methods utilized is reinforcement learning, where agents learn actions 
through trial-and-error interactions in a dynamic environment (Chen & Liu, 2017). The success of 
reinforcement learning methods in various applications has led to increased research in this field (Chen & 
Liu, 2017). In the context of threat detection for continuous learning, implementing reinforcement learning 
methods involves using policy-based and value-based methods (Chen & Liu, 2017). The primary goal of 
reinforcement learning is to learn the optimal policy that can map states to actions to maximize the 
cumulative reward obtained (Chen & Liu, 2017). 

5. Conclusion 
Integrating Artificial Intelligence (AI) into Cyber-Physical Systems (CPS) offers various advantages in 

enhancing cybersecurity. AI has proven to be more accurate in detecting threats than conventional methods. 
Using machine learning and deep learning techniques enables AI to recognize patterns and anomalies in 
data that traditional systems may overlook. As a result, the success rate of threat detection can significantly 
increase, reducing the risk of undetected cyber attacks. AI-supported systems are capable of responding to 
threats more quickly. Real-time data analysis allows for identifying and mitigating threats quickly, reducing 
the potential damage that can be caused. This rapid response speed is crucial in operational environments 
that require quick reaction times to maintain service and operational continuity. Accuracy in identifying 
threats is a critical factor in maintaining CPS security. AI can minimize identification errors (false positives 
and false negatives) by learning from historical data and adapting to new threats. This ensures that real 
threats can be addressed appropriately while false threats do not disrupt system operations. One of the 
main challenges in cybersecurity systems is the high level of false positives and negatives that can disrupt 
system performance and user trust. AI can help reduce these occurrences by conducting deeper and more 
accurate analyses. This results in improved operational efficiency and greater confidence in the security 
system. In conclusion, implementing AI in CPS can provide an effective solution to enhance the detection, 
response, and accuracy of identifying cybersecurity threats while reducing the occurrence of false positives 
and false negatives. An AI system that continuously learns and adapts provides the flexibility to address 
evolving cybersecurity threats. Although this research has demonstrated various benefits of integrating AI 
in CPS, several gaps still need further exploration. Suggestions for further research include the 
development of more advanced and specific AI algorithms for different types of threats in CPS using hybrid 
machine learning and deep learning techniques. Additionally, case studies in particular industries such as 
energy, transportation, or healthcare can be conducted to tailor the integration of AI to the cybersecurity 
needs of those industries. It is also necessary to test the effectiveness of AI in diverse operational 
environments, including those with limited computational resources or high-latency networks. The 
development of AI-supported automated response systems still needs improvement to respond to threats 
proactively without human intervention. Furthermore, the security of AI algorithms should be considered 
to prevent AI from becoming a new attack vector. Evaluating the economic and operational impact of 
implementing AI in CPS is also essential to assess cost-benefit analysis and the overall effect on system 
operations. 
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